APPLICATIONS AND SYSTEMS PLANNING QUESTIONNAIRE – FY10



Purpose: This questionnaire is intended to help you plan for the acquisition, development, deployment, maintenance, and retirement of information and technology resources.  Some of the questions are designed to help you articulate and refine your requirements. Other questions request information to facilitate (1) notifications about pending changes in the technology environment, (2) efforts to resolve operational problems, and (3) the implementation of security measures to protect your resources.
Instructions: Working with the West Virginia Office of Technology (WVOT), Web Services, Information Security Program, and/or departmental technology coordinators, please consider the following questions as you determine your requirements for new or upgraded application, system, or reference the other documents in your responses.
Project Title: Enter text.
Project ID: Enter text.
Security and Regulatory Compliance (See Appendix A. for Definitions and Regulations.)
1. Will this application or system be used to access, store or produce data that id classified as follows (check all that apply): 


2. Will this application or system be governed by external regulations (check all that apply):
									
Enter text.

Availability & Business Continuity
Determining availability requirements will help you determine appropriate tines for resource maintenance and upgrades as well as recovery processes and schedules following an event that disrupts services.
3. What are the anticipated availability requirements for the application or system? Select one:


	Enter text.	Specify hours (e.g., 7:00 AM to 5:00 pm)
Enter text.

4. Do you have a business continuity plan that will enable your department to continue to offer an acceptable level of services to customers and continue mission critical operations? 	
If no, when do you plan to complete the business continuity plan for the application or system or under consideration? Enter text.

5. Rate the criticality this application or system within the department for disaster recovery and business continuity purposes. This rating will help you determine how quickly the resources must be restored after a disaster or significant disruption of services.

Executive Branch		Department
					Critical – Operational within 24 hours
					Essential – Operational within 1 – 7 days
				Non-Essential – Operational within 1 – 4 weeks
Resource/Application/System/ Management

6. Who will maintain the system or application? Consider and respond to all that apply. The maintenance must include:
Software: patches/upgrades	 Enter text.
Hardware: maintenance		 Enter text.
User: account: management	 Enter text.
Software: license: tracking	 Enter text.
Configuration: management	 Enter text.
Data: backups: and: recovery	 Enter text.
Security: monitoring		 Enter text.
Web: page/site: management	 Enter text.
Database: management		 Enter text.
Customer/user: support		 Enter text.

7. If you are planning to deploy a new application or system, what are your plans to authorize, control and manage access to the application or system? What authentication mechanism or approach to verify user identity to you plan to use (e.g., MASTERID, Central id, application-specific account and password, smart cards, biometric characteristics)? Enter text.
Physical Security
8. Servers and other hardware components require a secure physical environment that includes both access and environmental controls. If the server and other hardware to manage this application or system will not be located in a WVOT data center, how do you plan to provide an appropriate environment? 



		Building Name: Enter text.			Temperature Controls: 
		Room Number: Enter text.			Lock on Door: 					Managed Access to Room: 			Fire Detection: 
		Fire Suppression: 			Air Quality (humidity) Controls 
		Other controls/Comments: Enter text.
Vendor Agreements
9. Do you plan to enter into a contract, support level agreement or software license agreement with an external consultant, vendor, or other third party? 
If you checked Y, ask Procurement Services to review and advise the agreement. If the external party will access WVOT resources, you must address the secure management of WVOT resources within the agreement or ask the vendor to read and sign the WVOT Vendor Confidential Information Agreement or Addendum.


APPENDIX A. DEFINITIONS AND REGULATIONS

Definitions:
Public Data: refers to data that is available to the entire community and the public. Generally, the unauthorized disclosure of public data would not have an adverse impact on the university, its employees, or business partners. However, unauthorized changes could potentially impair and/or impact the availability and/or integrity of public data. Some examples, of public data include content on internet web pages and information on special events.
Business Limited (Internal Use Data): refers to data that is restricted to internal departmental use or use by department business partners. Due to internally or externally imposed constraints, access to this class of data requires a business need to know. The loss, corruption, or unauthorized disclosure of this data may negatively impact the credibility and reputation of the department, its employees, or business partners. It may also result in financial and operational losses. Business limited data includes, but is not limited to the unique employee identifier, ability to display/use the logo, content on Intranet pages, employer portion of payroll deductions, and work schedules.
Confidential Data: refers to the most sensitive that the department collects and maintains. Consequently, it is intended for strict internal use. Due to legal or other internally or externally imposed constraints, access to confidential data requires specific authorization and a need to know. The loss, corruption, or unauthorized disclosure of this data may result in substantial damage to the department’s credibility and reputation, as well as significant financial and operational losses. Confidential data includes, but is not limited to Social Security Number, driver’s license number, and certain individual financial information (such as credit card numbers, bank account numbers, or credit history). Proprietary information, trade secrets and intellectual property data will he managed with the same level of protection as confidential data.
Electronic Protected Health Insurance (ePHI): is any protected health information (PHI) which is created, stored, transmitted, or received electronically. Protected Health Information (PHI) under Health Insurance Portability and Accountability Act (HIPAA) means any information that identifies an individual and relates to at least one of the following:
· The individual’s past, present, or future physical or mental health.
· The provision of health care to the individual.
· The past, present, or future payment for health care.
Information is deemed to identify an individual if it includes either the individual’s name or any other information that could enable someone to determine the individual’s identity. Data elements are considered “individually identifiable” if they include any of the 18 types of identifiers, listed below, for an individual or for the individual’s employer or family member and could be used, alone or in combination with other information, to identify an individual:
· Name
· Address (all geographic subdivisions smaller than state, including street address, city, county, ZIP code)
· All elements (except years) of dates related to an individual (including birth date, administration date, discharge date, date of death, and exact age if over 89)
· Telephone numbers
· FAX number
· E-mail address
· Social security number
· Medical record number
· Health plan beneficiary number
· Account number
· Certificate/ license number
· Any vehicle or other device serial number
· Device identifiers or serial numbers
· Web URL
· Internet Protocol (IP) address numbers
· Finger or voice prints
· Photographic images
· Any other characteristic that could uniquely identify the individual
The “e” in ePHI includes any medium used to store, transmit, or receive PHI electronically. Some examples include, but are not limited to:
· Personal computers with their internal hard drives used at work, home, or travelling
· External portable hard drives, including iPods
· Magnetic tape or disks
· Removable storage devices such as USB memory sticks/keys, CDs, DVDs, and floppy diskettes
· PDA’s, smart phones
· Electronic transmission includes data exchange (e.g., email or file transfer) via wireless, Ethernet, modem, DSL, or cable network connections.
Regulations:
	Regulation/Standard
	Description

	The Healthcare  Insurance Portability and Accountability Act (HIPAA)
	Requires specific management of Protected Health Information (PHI). Under HIPAA, PHI refers to any information that identifies an individual and relates to at least one of the following:

· The individual’s past, preset, or future physical or mental health.
· The provision of health care to individual.
· The past, present, or future payment for heath care.

The HIPAA Privacy Rule and Security Rule specify how organizations are to manage PHI and electronic Protected Health Information (ePHI), respectively. The Security rule further prescribes administrative, physical, and technical safeguards. 

	Family Educational Rights and Privacy Act (FERPA) of 1974
	FERPA is federal law which states: (a) that a written institutional policy must be established; and (b) that a statement of adopted procedures covering the privacy rights is available. The law provides that the institution will maintain the confidentiality of records. 

	Federal Export Technology Control Laws (ECLs)
	Export Control Laws (ECLs) are federal regulations that control the export of certain technologies, commodities, services, or information to other countries or to foreign nationals living in the United States (“deemed export”). These items are regulated for both national security and short supply reasons. Since 9/11, agencies using these items in research have become increasingly scrutinized. Researchers should be especially careful when exporting certain technology or information abroad or to foreign nationals living within the United States, since ECLs may apply. 

	GLBA (Gramm-Leach-Bliley Act)
	Calls for the safeguarding of customer financial information. Activities related to the distribution of Federal Financial Aid falls under this regulation. 

	PCIDSS (Payment Card Industry Data Security Standard)
	Security standards for the collection, processing, storage, and transmission of credit card data. 
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