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Why the Hype? 

 According to Symantec: 

 431 million victims of cybercrime 

last year 

 That only accounts for 24 countries 

That’s 14 adults every 

second 



More Hype 

 According to Ed Cohen, VP at SonicWALL 

 1 out of 4 computers infected with 

malware 

 10 million computers infected per month 

 250,000 computers added to botnets 

per month 



 



 



 



 



 



Anyone Play Angry Birds? 

 



Love Thy Neighbor 

 



Can I Borrow $7? 

 



 



 



Turning on Each Other 

 



Anonymous 

 



 



Anonymous 

 Started on 4chan.org 

 Became well-known in 2008 with Project 

Chanology 

 Against Scientology - DDoS, Calls, 

Faxes, etc 

 “Not One Person” 

 “No Leadership”  



Epilepsy Foundation 

 March 2008 

 Flashing computer animations injected into 

forum to trigger migraines and seizures 

 Mostly harassment, not “hacking” 

 Internet Griefers  



Australian 

Government 
 Feb. 2010 

 DDoS Australian Government websites 

 In response to country wide internet filtering 

 Peak Bandwidth under 17Mbps 

 Typical DDoS now is 4Gbps some reach 

49Gbps 



Iranian Elections 

 June 2009 

 Setup Anonymous Iran a website to support 

the Iranian Green Party 

 Provided resources including instructions to 

defeat government filtering and censorship 

 Missing Persons Page 

 To support free speech 



Operation Payback 

 September 2010 

 Related to Operations Avenge 

Assange/Bradical 

 In retaliation for stopping payment 

processing and webhosting for wikileaks 

 Targets: Amazon, PayPal, Mastercard, 

Visa 



HBGary Federal 

 February 2011 

 In retaliation for threatened release of 

Anonymous usernames/identities 

 Hacked their public website, internal 

emails, released government contracts, etc 

 Hacked CEO’s twitter account and posted 

home address and social security number 



Operation BART 

 August 2011 

 In retaliation for BART shutting down cell 

phone service in certain stations to prevent 

protestors from communicating 

 Released semi-private nude photos of 

BART spokesman 

 Defaced mybart.org and released email 

addresses of registered users 



LOIC 

 Low Orbit Ion Cannon 

 Developed by 4chan affiliated hackers 

 Free Download 

 Used for DDoS 

 Are users really “Anonymous” 

 Most do not use anonymization software 

 Most are “low skilled” “hackers” 

 Wannabe 



LulzSec 

 Connections to, but not affiliated with 

Anonymous 

 Formed May 2011 

 Embarrassing companies into better 

security “for the Lulz” 

 Hacked: Fox.com, Sony, PBS, Nintendo, 

pron.com, writerspace.com, InfraGard 

Chapter Sites, NHS, senate.gov, cia.gov, 

Arizona DPS, AT&T, etc 



Facebook’s Timeline 

 



 



 



 





Facebook Privacy 

 



Facebook Privacy 
 Changes Often 

 Therefore Check 

Often 

 “View As” 

 Online Guides 

 Facebook.com/Securi

ty 

 Lifehacker Guides 





What To Do 

 Learn 

 

 Decide 

 

 Implement 



Learn 

 Research Online 

 Attend Conferences (Check) 

 Talk with Smart People 



Decide 

 Think First, Post Later 

 Would I Want My Grandma to See This? 

 Watch Your Kids 

 Decide What You Want Public, Don’t Just 

Accept the Defaults 



Implement 

 Install Antivirus and Anti-Malware 

 There are free versions available 

 Monitor Your Activity and Your Kid’s Activity 

 Check Your Settings Periodically 

 Update Your Software Regularly (not just patches) 

 Change Your Passwords 

 You Don’t Have to be a Mechanic to Know 

Your Car is In Trouble 



Suite Software 

 Antivirus, Firewall, 

Spam Filtering 

 Multiple Devices 

(including phones) 

 Multiple Products (do 

your research) 



Good Info 

 http://www.microsoft.com/security/ 

 http://www.apple.com/macosx/what-

is/security.html 

 www.lifehacker.com 

 www.us-cert.gov/cas/tips 

http://www.microsoft.com/security/
http://www.lifehacker
http://www.us-cert.gov/cas/tips
http://www.us-cert.gov/cas/tips
http://www.us-cert.gov/cas/tips


Let’s Remember to Parent 



Government Involvement 

 



Anonymous Involved 

 Probably not 

“official” 

Anonymous 

 Threatening to 

takedown 

Facebook 



Internet Shame 

Insurance 

 Google Chrome 

Extension 

 Pops up a message to 

remind you who can see 

your post 



Insurance 



I Have a Mac! 



Call Law Enforcement 

 It is important to call your 

bank (if it involves them) 

 Let someone know in LE 

 Let us decide what is 

investigated 



 



InfraGard 

 www.infragard.org 

 Free Membership 

 Good Networking 

 Sensitive Information 

http://www.infragard.org


Questions 

 SA Evan C. Patterson 

 evan.patterson@ic.fbi.gov 

 304-340-9366 
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